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Automating Threat Analysis for Industrial Control
Devices using Threat Modeling Tool

YODA Yasuki

In recent years, the risk of cyberattacks on industrial control systems has increased due to the growing
smartification and openness of factories, and accordingly, regulations and guidelines have been established by
governments and industry worldwide.

Threat modeling is essential for systematically implementing product security measures; however, it requires
specialized knowledge and expertise. Amid the global shortage of cybersecurity professionals, it has become
difficult for manufacturers to complete threat modeling and implementation of security measures for large
numbers of products within limited timeframes. Although threat modeling tools are expected to address this
challenge, existing tools primarily target IT systems, and their applicability to industrial control devices has not
been well established.

To address this issue, this study designs threat modeling templates tailored to the system characteristics of
industrial control devices and demonstrates their accuracy and effectiveness through a proof of concept using the
Microsoft Threat Modeling Tool. By focusing on the fact that embedded devices are designed for specific and
limited purposes, the proposed templates enable the detection of threats against assets specific to industrial
control devices while suppressing the detection of threats occurring within trust boundaries. As a result, both false
negatives and false positives of threats are reduced. The results indicate the proposed approach has the potential

to standardize quality of threat modeling and significantly reduce the required effort.

Contact : YODA Yasuki yasuki.yoda@omron.com
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