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Risk Prediction in Accounting Data in Internal Audit
using Machine Learning

OTA Yuya and FUJII Toru

In recent years, the number of companies disclosing inappropriate accounting has been increasing, and it is
important to conduct internal audits to reduce risks. Therefore, it is necessary for auditors to inspect the risks of
accounting data. However, it is difficult to manually inspect all the large amount of accounting data accumulated
daily.

In this paper, we propose an anomaly detection method that addresses the unique technical challenges of inter-
nal auditing by leveraging the Balanced Random Forest (BRF) approach, utilizing descriptions, and incorporating
auditors’ risk analysis processes into the model structure. This method allows for the quantification of accounting
data risks as anomaly scores, enabling comprehensive and efficient risk analysis.

We applied the proposed method to our company’s accounting data and confirmed that the recall rate reached
72.1% when the top 2% of anomaly scores were used as the threshold. Furthermore, by applying this method to
actual internal audit operations, we were able to reduce the analysis time per accounting unit by 43% compared to

traditional manual risk analysis.
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