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Development of Highly Reliable Safety System with
Enhanced Tolerance against Soft-Error

HIGUCHI Toshiyuki

We report on the development of a highly reliable safety system that ensures that the equipment continues to
operate while maintaining the safety function without making an emergency stop due to the system error caused
by the soft error.

As semiconductor devices become more highly integrated and miniaturized, transient bit errors (soft errors) in
memories are a problem. If data stored in the semiconductor memory is temporarily modified due to a soft error, a
short time breakdown or a system down may occur. In equipment that operates 24 hours a day and handles expen-
sive materials in a semiconductor manufacturing factory, temporary stoppage can cause excessive profit loss.

On the other hand, Safety PLCs (Programable logic controller), which are often used in semiconductor manu-
facturing equipment, perform self-diagnosis on all semiconductor integrated circuits and memory circuits related
to safety control, and immediately stop the equipment when abnormal operation is detected. Even if data is gar-
bled due to a soft error, the safety PLC will stop the equipment. Therefore, there is a need for measures to main-
tain productivity while maintaining safety functions and suppressing unnecessary outages.

In response to this issue, we has realized the technique not only the function of detecting random hardware
failures that impair safety and maintaining the safety state, but also the function of detecting data corruption due
to soft errors and recovering data.

This paper describes the specific measures for the function of recovering data by detecting data corruption due
to the soft error, and the verification results of the effect.
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