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Study of Cost-effective Threat Analysis Methods for
Embedded Devices in Various Domains

SERIKAWA Masataka, NIWA Toru, YOSHIOKA Sachie and HARADA Shintaro

By the arrival of the IoT era, embedded devices that connect to the Internet being exposed cyberattacks]) . In order
to provide products that users can use with reassurance, it is necessary to analyze security threats and take counter-
measures to avoid important cyberattacks. OMRON had a problem that there was no threat analysis method that
focuses on availability for embedded devices, and there was no efficient and effective threat analysis method.

To address these issues, we studied a method for effectively and efficiently analyzing security threats to embed-
ded equipment products and found that it has the potential to significantly reduce the number of man-hours

required for threat analysis while extracting all important threats and implementing countermeasures against those

extracted threats.
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