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Implementation of Real-time Security Attack Detection
and Classification Algorithms for Embedded Devices

KOGAWARA Toru, YAMAMOTO Taisei, ZENG Zhen and HIROBE Naoki

With the spread of IoT, embedded devices are also connected to the Internet, which is in danger of security
attacks.

If a security attack stopped control of embedded devices, a large damage is expected. Therefore, a measure is
demanded which does not stop the control even if the device is attacked.

If the device can immediately classify the type of attack when it receives a security attack, it can automatically
respond to the attack. As a result, it is possible not to stop the control, and to minimize the damage. That is why
we developed and implemented a lightweight attack detection and classification algorithm, and confirmed that it

was possible to be run in real-time on embedded devices.
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